Replies to Prebid Queries of GeM bid ref. no. GEM/2022/B/2221702 dated 31/05/2022 for Supply, Installation, Integration and Maintenance of Software Defined - Wide Area Network (SD-WAN) Solution in Canara Bank for § years

5L No,

GeM Bid Clause

Clause/Technical Specification

Bidder's Query

Bank's Reply

ATC
Annexure-2 Technical Requirements
A. Mandatory Technical Requirements

A. General Specification of SO-WAN Solution
5, The SD-WAN selution should Support I1Pv4 and IPv6 dual
stack from day one.

Bank to clarify that IPY6 suppart is required from WAN side

The propased SDWAN solution should support 1Pv6 fn
all aspects,

ATC

A. General Specification of SD-WAN Solution

The proposed SDWAN solution should be able to view
real time end-end applicatfon performance like

2 {Annexure-2 Technical Requirements 8. The SD-WAN soluticn sheould suppert Application Bank to provide use case for this RFP clause jitter, latency, packet loss, bandwidth utilization,
A. Mandatory Technical Requirements | Performance Monitoring. filtered by clients, networks and servers, Detailed
anlysis of packets at application and user level.
A. General Specification of SD-WAN Solution
ATC 11. The SD-WAN solution should be able to ¢communicate with
N . the existing products of different vendors {eg: - Cisco, HP,  |Bank to clarification on type of communication/intergration needed Interoperability of different OEM products for secure
3 |Annexure-2 Technical Requirements . .
A. Mandatory Technical Requl ts Aruba, Juniper, Checkpeint, Lavelle Networks, Tejas here & smooth hetwark operation,
" atory Tec equiremen Netwaorks, Fortinet, Palo-alto, etc.) Routers, Switches,
Firewall and SD-WAN.
A. General Specification of SD-WAN Solution
ATC 21. The 5D-WAN should continuously assess perfarmance of The proposed solution should have Qos feature to
4 |Annexure-2 Technical Requirements voice, video, and data applications at any given time with Bank to provide use case for this RFP clause assess and resolve the voice, video and data
A. Mandatory Technical Requirements  |the ability to prioritize the traffic based an bank Application’s fssues,
requirement.
ATC A. Genetal Specification of SD-WAN Solution Integration of 5IEM solution for anatyzing the logs
5 |Annexure-2 Technical Requirements 30, The 5D-WAN solution should be integrated with bank's Need clarification on the type of integration expected, and PIM solution for secure login and monitaring the
A. Mandatory Technical Requirements |SIEM and PIM solution. administrative activities.
ATC :n:l';’\:f AN solutian with High Availability specification in DC Enabling LLDP on an edge device can open the network netghbors to be  |Bidder has to comply the GeM bid terms and
6 |Annexure-2 Technical Requirements . discovered by outside entities thereby enabling access into your conditions. The propoed solutfon shoud have option
. 5 d | 32.1Q, 802. N .
A. Mandataory Technical Requirements :o;h;;:gl) WAN devices should support [ECE 802,10, B02.1AB network. Hence request bank to keep this RFP caluse as optional. to enable and disable the LLDP.
ATC . C. 8ranch Office SD-WAN device specification Enakling LLDP on an edge d_ewge can open tlte network nefghbors to be Blddc-:-r has to comply the GeM bid tenms and
7  |Annexure-2 Technical Requirements 5. The SD-WAN devices should support IEEE 802.1Q, 802.1AB discovered by outside entities thereby enabling access into your conditions. The propoed solution shoud have opticn
A. Mandatory Technical Requirements . PP . ) network. Hence request bank to keep this RFP caluse as optional. to enable and disable the LLDP,
D. Hardware/Device Security In Bank Eavironment, there are posibilities of device
ATC 3. Device should not connect to central controller without went as off-line as device shifting, device
8 |Annexure-2 Technical Requirements manual intervention, for authentication, if link/Power failure{Bank to provide use case for this RFP clause burnt/faulty, device kept as spare and theft etc, In

A. Mandatery Technical Requirements

happens for the specified time pericd. Time peried should be
customizable as per bank's requirements.

these cases, the proposed device should not be
operational without Bank's officials knowledge.
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Replies to Prebid Querfes of GeM bid ref. no. GEM/2022/B/2221702 dated 31/05/2022 for Supply, Installation, [ntegration and Maintenance of Software Defined - Wide Area Matwork {SB-WAN) Sclution in Canara Bank for 5 years

C. Branch Office 5D-WAN device specification
4. The 50-WAN devices should have

Request bank to consider technical scoring and weightage basis the

The GeM bid clause is modified as under;
"4, The SD-WAN devices should have
a) Minimum 4 x 1 GE based ports, which should be

ATC ) a) Minfmum 4 x 1 GE based ports, which should be used as relevance and complexity of the technical feature. Hence request t‘he used as both WAN and LAN ports, and one in-bullt
16 |Annexure-2 Technical Requirements bank to have a 25% weightage of overall technical marks on the serial .
A Mandatory Technical Requirements both WAN and LAN ports, and one in-built smart serial Integrated bax. As its a complex feature , very few vendors have been serial interface supporting 2 Mbps BW or one seriat
- Mancatory ] interface supperting 2 Mbps BW ab[:gto achfew_: P s VerY to gig converter with 2 Mbps BW.
b} Minimum 2 USB Parts to connect Dongle b} Minimum 2 USB Ports or one USB and One SIM
slot,
Additional terms and conditions
1 7.8, The Criteria for Technical Evaluation ahd Commercial Request the bank to consider a welghtage of 85/ 15 for T1/L1 to ensure |Bidder to comply with GeM bid terms and
7. Techno Commercial Evaluation Evaluation will have weightage of 70:30. a technically Superior product is selected . conditions.
Process
17.2. Penalties/Liquidated damages for not maintaining
. . uptime:
18 Additfonal terms and conditions Penality of Rs 2000 s high per day . Request the bank to waive off the |Bidder to comply with GeM bid terms and
17.2.5. For Branches/offices, Bank shall impose the penalty {penality conditions.
17, Penalties & Liquidated damages of Rs.2000 per day in case of resolution are delayed beyond
NBD {Mext Business Day).
Request bank to make sure the new controller / BC , DR set up of the 5D
) . ‘Wan for 4500 devices works in complimentory / leverage the ex.lstmg set The proposed SDWAN solution sheuld have distinct
19 |Generic Generic up of 5d-wan deployment at canara and hence meet the generic DC & DRC setun for these locations
specifications of RFP on availability , scalibility and capacity bench mark v :
. 2.Preventive Maintenance :lrrespective of SDWAN edge devices belng a
20 |gener Generic zera touch enabled, as the integrated device has a inbuilt serial Bidder to comply with GeM bid terms and
eneric ene! component, its a best practice to have a site visit to log in with a conditions.
consale cable
1. No. of implementations (not necessarily by the Bidder) of
the Proposed OEM Solution {not necessarily the same model}
in Scheduled Commercial Bank/PSU/ Gavt. 'We request bank to consider the changes as :- "No. of iImplementations
ATC Organization/Govt. Unit/ BFSI/ Company (Publicly listed) in |{not necessarily by the Bidder) of the Proposed OEM Solution (not
21 | annexure-11 India for Minimum 500 discrete locations in Single Order or  {necessarily the same model) in Scheduled Commercial Bank/PSU/ Bidder to refer corrigendum-1 for amended

Technical Evaluation Criteria

multiple order to build a Single Solution, as on GeM bid date,
Bidder has ta submit Certificate of Satisfactory working from
the respective ocrganizations on their letter head with seal,
contact no., mail and clearty specifying the no. of locations
deployed and since when. *

Govt. Organization/Gaovt, Unit/ BF5I/ Company in India for Minimum
200 discrete locations fn Siagle Order or multiple order to bufld a
Single Solution, as on GeM bid date.e.”

Technical Evaluation Criteria.
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Replies to Prebid Queries of GaM bid ref. no. GEM/2022/8/2221702 dated 31/05/2022 for Supply, Installation, Integration and Maintenance of Software Defined - Wide Area Network {SD-WAN) Solution in Canara Bank for 5 years

b

ATC
Annexure-2 Technical Requirements
A. Mandatory Technical Requirements

B. SD-WAN solution with High Availability specification in DC
and DR

3. The SD-WAN device should have minimum 6 x 1G RJ45
type, 10 x 10G Optical SFP (Multi-Mode LC Type) ports, which
should be used as both WAN and LAN ports. All parts should
be populated with SFP modules.

‘This is mentioned in General Technical Requirements so request to
clarify that is it applicable for all DC and Branch Devices

Only for DC and DR

28

ATC
Annexure-2 Technical Requirements
A. Mandatary Technical Requirements

B. SD-WAN solution with High Availability specification in DC
and DR

5. The SD-WAN solution must be deployed in HA Active-
Active fn DC-DR.

The SD-WAN solutfon must be deplayed in HA Active-Active or Active-
Passive mode in DC-DR and HA shall ensure na device/link terminated on
device fails '

Bidder to comply with Gem bid terms and
conditions,

pzl

ATC
Annexure-5 Pre-Qualification Criteria

Criteria

The bidder (Including its OEM, if any) should either be Class-I
or Class-Il local supplier as defined in Public Procurement
{Preference to Make in India) Revised QOrder (English} dated
16/09/2020

Documents to be submitted for Compliance
Certificate of local content to be submitted as per Annexure-
6 or Annexure-7 as applicable.

Class- or Class-|1 supplier should be applicable to OEM Only

The proposed OEM should either be Class-1 or Class-Il local supplier as
defined in Public Procurement (Preference to Make in India) Revised
Crder (English) dated 16/09/2020

Bidder to comply with Gem bid terms and
conditions.

30

ATC
Annexure-11
Technical Evaluation Criteria

1. No. of implementations (not necessarily by the Bidder) of
the Proposed OEM Solution (not necessarily the same model}
in Scheduled Commercial Bank/PSU/ Govt.
QOrganization/Govt. Unit/ BFSI/ Company (Publicly listed) in
India for Minimum 500 discrete locations in Single Order or
multiple order to build a Single Solution, as on GeM bid date.
Bidder has to submit Certiflcate of Satisfactory working from
the respective organizations on their letter head with seal,
contact na., mail and clearly specifying the no. of locations
deplayed and since when.

Since Make in India QEMs for SDWAN technology are emerging in India
in the last few years only, It 15 requested that the eligibility of
quantity requirement of per impletnentation be kept reasonable to
accommodate as many Ml OEMs with relevant experience in line with
the sprit of promating make in India as per Gol PPP norms. Suggest to
reduce each project size to 75 sites or above.

No. of implementations : OEM should have supplied SDWAN in India for
minimum two different projects having more than 75 sites each in
Scheduled Commercial Bank / PSU / Govt. Organization/Govt. Unit/
BFSI/ Company

{Private/Publicly listed) Globally in a single/multiple purchase
order/single solution in an organization .Bidder has te submit at least
one Certificate of Satisfactory working or Quality Assurance Plan (QAP)
from the respective organizations on their letter head/mail with contact
details and clearly specifying the no. of locations deployed and since
when.

Bidder to refer corrigendum-1 far amended
Technical Evaluation Criteria.
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Replies to Prebid Queries of GeM bid ref, no, GEM/2022/8/2221702 dated 31/05/2022 for Supply, Installatfon, Integratfon and Maintenance of Software Defined - Wide Area Network {SD-WAN) Solution in Canara Bank for 5 years

Annexure-1 Bidder shall ensure that during various phases of .
. d Bank's exist X A
36 [5cope of Work implementation, the performance, security, etc. of the Need IEo undarstand Bank's existing architecture, connectivity set up Details will be shared with the selected bidder.
o . including security solutions on higher level
existing network setup is nat compromised. &
Annexure-1 Bidder has to design, lay and test the solution to cater the
37 |[Scope of Wark requirements without changing the Bank’s Existing Network |Need to understand Bank's existing architecture, connectivity set up Details will be shared with the selected bidder.
Architecture.
The bidder should coordinate with all existing System and
Network Integrators/Telecom Service Providers, other
Annexure-1 vendors and Bank's Officials during the course of Project Need complete information about the network architecture, stake .
38 Scope of Work Implementation, Warranty, AMC peried for delivery, holders involved currently Details will be shared with the selected bidder.
installation, configuration and completion of any other scope
of work defined in this GeM bid.
Annexure-1 Bidder has te ensure that DC and DR are having SD-WAN
g master controller /Orchestration layer for all other locations, N . - . .
39 |[Scope of Work Both DC and DR SD-WAN controllar/ Orci;estration layer Dees Branch locations need HA or single appliance at each location? Single Appliance only.
should be in HA mode for all other devices.
. . . . what are the list of mandatary technical requirements and desirable Bidder to refer corrigendum-1 for amended
40 [Technical Evalution Criteria B.Technical Requirements technical requirements? Technical Evaluation Criteria.
Annexure-2 A. General Specification of SD-WAN Solution .
41 5. The 5D-WAN solution should Support iPv4 and IPvé dual Bark to clarify that IPYS support s required from WAN side :']I:easrgcpgsed SDWAN solution should support 1Pvé in
Technical Requirement stack from day one, pects.
The proposed SDWAN solutfon should be able to view
Annexure-2 A. General Specification of SD-WAN Solution real time end-end application performance like
42 8. The SD-WAN solution should support Application Bank to provide use case for this RFP clause jitter, latency, packet loss, bandwidth utilization,
Technical Requirement Performance Monitoring. filtered by clients, networks and servers. Detalled
anlysis of packets at application and user level,
A, Mandatory Technical Requirements
Annexure-2 The SD..W.'AN solution shou}d be able to communicate with Bank to clarification on type of communication/intergration needed Interoperability of different OEM products for secure
43 the existing products of different vendors (eg: - Cisco, HP, here & Smooth network operation
Technical Requirement Aruba, Juniper, Checkpoint, Lavelle Netwarks, Tejas P i
Metwarks, Fortinet, Palo-alta, etc.) Routers, Switches,
Firewall and 5D-WAN,
A. Mandatory Technical Requirements
Annexure-2 i : The propoesed solution should have Qos feature to
44 Th.e 50 ‘.NAH should continuously assess perf.o n-nar}ce Of. Bank to provide use case for this RFP clause assess and resolve the voice, video and data
rechnical Requil " voice, video, and data applications at any given time with Application’s fssues
nical Requiremen the ability to prioritize the traffic based on bank PR '
requirement.
. d. Technical Requf ts .
Annexure-2 A- Mandatory Technical Requiremen Integration of SIEM solution for analyzing the logs
45 rechmcal . . The SD-WAN solution should be integrated with banks SIEM Need clarification on the type of integration expected. a:d !’I{ﬂtsotr..ltmn f;r:szcure legin and monitoring the
echnical Requiremen and PIM solutian. administrative activities.
dat .
Annexure-2 A. Mandatory Technical Requirements Enabling LLDP on an edge device can open the network neighbors to be  |Bidder has to comply the GeM bid terms and
P13 discavered by outside entities thereby enabling access into your conditions. The propoed solution shoud have option

Technical Requirement

The 50-WAN devices should support |EEE 802.1Q, 802.1AB,
B02.3AD

network. Hence request bank to keep this RFP calise as optional,

to enable and disable the LLDP,
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Replies to Prebid Queries of GeM bid ref. no. GEM/2022/B/2221702 dated 31/05/2022 for Supply, Installation, Integration and Maintananse of Software Defined - Wide Area Network (SD-WAN) Solution in Canara Bank for 5 years

E. SD-WAM Management
1. Appliance Should be able to integrate with central

Request the bank to consider the progressive and evelving

The GeM bid clause is medified as under:
"E. SDWAN Management
1. Appliance Should be able to integrate with central

ATC authentication solutions such as: authentication mechanisms and also leverage the existing toals, such as |authentication solutions such as:
%  |Annexure-2 Yechnical Requirements . . PIt/ PAMILDAR/TACACS/TACACS+ for aukhentication. And hence exclude |2) Active Directory, TACACS, TACACS +, RADIUS
a) Active Directory, TACACS, TACACS +, RADIUS.
A. Mandatory Technical Requirements . . N age old RADIUS which is no lenger evolving or used in large dynamic {Optional).
b) Solution should have privilege level of users like L1, L2 and
L3 to contral and 16 manage deployed SD-WAN devices enterprises. b) Solution should have privilege lavel of users lke
9 g€ deploy ) L1, L2 and (3 to control and to manage deployed SD-
WAN devices.”
ATC F. SD-WAN Reporting Bank may require the reports as per the requirement
10 |Annexure-2 Technical Requirements 6. The SB-WAN solution should be ca.pable nf. generating Bank to elaborate on the use case for the reparts. of Bank Regulators, Intemal & External audmng:
different reports based an relevant information covered authorites and day-to-day operational & analysis
A, Mandatory Technical Requirements
under the scope of this GeM bid pUrposes etc.
F. SD-WAN Reporting
ATC 7. The S-WAN solution shauld have ability to freely changes Bank may require the reports as per the requirement
. . form, figlds, workflows, escalations, autharization structures of Bank Regulators, Internal & External auditing
11 |Annexure-2 Technical Requirements . Bank to etaborate on the use case for the reparts. 3
&, Mandatory Techniczl Requirements and reparts according to Bank requirements without authorites and day-to-day operational & analysis
. v eq affecting the future tool updates and integration with 3rd purposes etc.
party solutians.
ATC F. SD-WAN Reporting Network reports are better viewed as C5V for the amount and type of .
12  |Annexure-Z Technical Requirements 11. All Reports must be exportable in CSV format and PDF data presented. Bank to consider exporting of reports in either CSV or E::‘c'ij?:i::scomply with GeM bid terms and
A. Mandatory Technical Requirements  |format. PDF since CSY files can alse be exported in pdf offline. '
G. License and SLA
ATC 4. During the tenure, the proposed hardware should be 5D-WAN technology works on pre-allocated memeory for better seamless
. . capable to handle the load with average 60% resource Iperformance. Typically 80% memory is pre-allocated for faster Bidder ta comply with GeM bid terms and
13 |Annexure-2 Technical Requirements . ) : o
A, Mandatory Technical Requirements utilization at any point of time. Bidder has to upgrade the convergence, Hence request Bank Lo recansider this RFP clause to make |conditions.
' b equir system with no ¢ost Lo bank, if it 15 utilized above the it more neutrai.
mentioned limit,
A, The SD-WAN should have following features
2. The SD-WAN should have following Next Generation The GeM bid clause is modified as under:
Flrewa.ll_: . Standard practice for a 5d- Wan deployment in a distributed 2. The SD-WAH should have fallowing Next
a) Antivirus/Anti-malware N Generation Firewall:
architecture without a local break out, warrants a high perfermancon on ) .
ATC b) Cantent Filtering . a) Inbuilt IPS (Intrusion Prevention System) for
X . network throughput, hence AV , DNS services are not enabled on these . i eer
14 [Annexure-2 Technical Requirements c) DNS Filtering - Monitering and Preventing Maliclous activities such
. . . . - devicesand moreover AY/ DNS have multiple validature pointsin a 3
B. Desirable Technical Requirements d) Inbuilt IP$ ({Intrusion Prevention System} for Monitoring | . i as security threat policy violation etc.
. e ) network like desktop, gatways and also the network , hence reguest SN o
and Preventing Malicicus activities such as security threat b) Web/URL filtering capability to allow or deny
. bank to do away with the feature, L
policy violation etc. access to certain class of web sites according to
e} Web/URL filtering capabitity to allow or deny access to predefined polictes.”
certain class of web sites according to predefined pelicies.
15 ATC ATC Kindly request bank to [et us know the marks for each of technical Bidder to refer Annexure-2.

Annexure-2 Technical Regquirements

Annexure-2 Technical Requirements

Specifications.
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Replies to Prebid Querles of GeM bid ref, no. GEM/2022/8r2221702 dated 31/05/2022 for Supply, [nstallation, Integration and Malntenance of Software Defined - Wide Area Metwork (SD-WAN) Solutiop tn Canara Bank for 5 years

2. Maximum ne, of locations deployed {not necessarily by the
Bidder) for the SD-WAN Solution of proposed OEM {not
necessarily the same model} in Scheduled Commergial

We request bank to consider the changes as ;- "Maximum no, of
locations deployed (not necessarily by the Bidder) for the SD-WAN

ATC Bank{PSU{ Got. Orgamzatlon,_'ﬁovt. Unit/BFSl/Campany Solution of proposed OEM (not necessarily the same model) in Bidder to refer corrigendum-1 for amended
22 |Anaexure-11 (Publicly [isted} Globally in a single purchase arder/single N L,
) nt foet Scheduled Commercial Bank/PSU/ Govt. Organization/Govt. Technical Evaluation Criteria.
Technical Evaluation Criterla solution in an arganization, as on bid submission date.
. . N Unit/BFSI/ Global Enterprise in a single purchase order/single solution
Bidder has to submit a Certificate of Satisfactory working -
I in an organization, as on bid submission date.
fram the respective organization clearly specifying the no, of ,
locations deployed and since when,
L]
3. No, of implementation {and maintenance as well) by the
Bidder of SD-WAN (Software Defined -Wide Area Network} We request bank to consider the changes as :- "No. of implementation
salution in any Scheduled Commercial Bank/PSU/ Govt. (and maintenance as well) by the Bidder/OEM of SD-WAN (Software
Organfzation/Govt. Unit/BFSI/ Company (Publicly listed} Defined -Wide Area Metwork) solution in any Scheduled Commaercial
AT Globally for minimum 25 discrete locations per organization |Bank/PSU/ Govt. Qrganization/Govt. Unit/BFSI/ Company Globally for
23 |Annexure-14 as on GeM bid date and additionally bidder should have alsa |minimum 25 discrete locations per organization as on GeM bid date |Bidder to refer carrigendum-1 for amended
Technic:l Evaluation Criteri supplied 2000 Routers in single or Multiple order for last and additionaily bidder should have also supplied 1000 Tachnical Evatuation Criteria.
uation Lriteria three years Routers/SDWAN Devices In single or Multiple crder for last three
Bidder has to submit Certificate of Satisfactory working from |vears Bidder has to submit Certificate of Satisfactory working from
the respective organization clearly specifying the solution the respective organization clearly specifying the solution and since
and since when. when.”
Buyer Added Bid Specific Terms and Conditions:
1.Forms of EMD and PBG: Bidders can also submit the EMD
GEM/2022/B/2221702 with Payment online through RTGS / internet banking in
{Dated: 31-05-2022 Beneficiary name DIT PROCUREMENT GROUP Account No, s c
24 0792201002351 IFSC Code CNRBJ000792 Bank Name CANARA ‘g:af_:l"t?e"f’g et dB::;;"t;:“;;:;’G::;:‘tt;‘i:nm“:tofz:"s’ﬂb?: 12:;::: Bidder to refer corrigedum-1 for EMD BG format.
Buyer Added Bid Specific Terms and BANK Branch address TRINITY BRANCH BANGALORE. Bidder to :
Conditions indicate bid number and name of bidding entity fn the
transaction details field at the time of on tine transfer.
Bidder has to upload scanned copy / proof of the Online
Payment Transfer along with bid
ATC E. SD-WAN Management
25 |Annexure-2 Technical Requirements 19, The solution should support approval based process for all Request fa-r change - solutien should. st:lppart. canfirmation of Bidd?r-to comply with GeM bid terms and
. N . configuration changes before committig the changes conditions.
A. Mandatory Technical Requirements  Jconfiguration changes.
N All Hardware devices add some latency as they process packets , Zero
ATC A, General Specification of SD-WAN Solution . . . 3 .
26 |Annexure-2 Technical Requirements 19, The SD-WAN sotutian should nat add any latency for the Latency is not possible , therefre request to change , The SD-WAN Bidder to comply with GeM bid terms and

A. Mandatory Technical Requirements

current traffic path

solution should not add any latency beyond 20 msec for the current
traffic path

conditions.
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Repligs to Prebid Queries of GeM bid ref. no. GEM/2022/B/2221702 dated 31/05/2022 for Supply, Installation, Integration and Maintenance of Software Defined - Wide Area Network {SD-WAN) Solution in Canara Bank for 5 years

2, Maximum no. of locations deployed {not necessarily by the
Bidder) for the SD-WAN Solution of proposed OEM {not
necessarily the same model) in Scheduled Commercial

Since Make In India QEMs for SDWAN technology are emerging in the
last few years, It is requested that the eligibility quantity requirement
for maximum no of locations per project be kept reasonable to
accommodate as many Indain OEMs with relevant experience in line
with the sprit of promoting make in India as per Gol PPP norms.
Suggest to make the slab to 25¢ -350, 350 to 500 and 500 and above.

Maximum na. of locations deplayed (not necessarily by the Bidder) for

- ::rc\:exure-n (B;::";:[sy U{;ﬁf;?bg::ﬁ??::‘;{fgr;l:f_!::f:i’r';c:;‘;::li the SDW{\N Sotution of propofed OEM (not Bidder to refer corrigendum-1 for amended
Technical Evaluation Criteria solution in an organization, as on bid submission date. necessarily the same model) in Scheduled Commercial Bank/P5U/ Govt. |Technical Evaluation Criteria.
! N Organization/Gavt. Unit/BFSI/Company
Bldder has to submit a Certificate of Satisfactory working . .
fram the respective organization clearly specifying the no. of (Publt_cly listed) Glob_ally in a-Sll:lglE purchase arder/single solution in an
3 organization, as on bid submission date,
lecations deployed and since when, Bidder has to submit at least one Certificate of Satisfactory working or
Quality Assurance Plan {QAP) from the respective organizations on thefr
[etter head /mail with contact details and clearly specifying the no. of
locations deployed and since when, Suggest to make the slab to 150-200
with 1 Mark, 201 to 300 with 2 Marks and 301 and above - 5 Marks
Bidders experience of SDWAN may be kept 300 or more in last 5 years
3. No. of implementation (and maintenance as well} by the af an option as the tt'ander i fo.r SDWAN and more weightage may be
Bidder of SD-WAN {Software Defined -Wide Area Network) (517" 10 SDWAN experience to bidder.
;o:::::a:o:r}ézcwh?ﬂfﬁ;‘;ﬁ,ﬂiﬁﬁ;ﬁxﬁg{; 3:::‘1 ) No. of Imp[ementar._ion (amf maintenance as well) t_Jy t!te Bidder of 5D-
Globally for minimum 25 discrete locations per organization WAN (SOﬁ:ware Defined -Wide Area I.ietv.vurk) solutlori in any Scheduled
ATC . L Commercial Bank/PSU/ Govt. Organization/Gevt. Unit/8F51/ Company
as on Gem bid date and additionally bidder shoutd have alsa e . Bidder to refer corrigendum-1 for amended
a Annexyre-1 ! Isupplied 2000 Routers in single or Multiple order for last (?Ubhdy l“te‘_’) Globally for minimum 23 3 Technical Evaluation Criteria.
Technical Evaluation Criteria three years discrete lecations per organiz_ation as on GeM bid date and additionally
Bidder has to submit Certificate of Satisfactory working from bidder should haYe also suppt!ed 2000 Routers OR 300 SDWAN
the respective organization clearty specifying the salution deployment in single or Multiple order for last seven years. dede-r has
and $ince whe. to submit at least one Certificate of Sar:isfactory-working ar Ql.-laltty
Assurance Plan (QAP} from the respective organizations on their letter
head/mail with contact details and clearly specifying the no. of
locations deployed and since when.
1 :::::l:fex,o & Bidder has to plan, design, integrate, implement, rollout, Does Carana Bank need a dedicated team to manage the entire solution |Bidder to comply with Gem bid terms and
manage the selution for the tontracted peried past fmplementation as well? conditions.
Bidder has to plan the central SD-WAN solution devices in DC |1. we need to get the details of no. of links at each location, their
Annexure-1 a:d I[):;-,m support ml'nimlur'l:':I [41500 edge devizg;;gg solution :andwid:h z:gie, al:)zhroxin'{ate :;9 oi us:m.t:pp;::tlons used, Traffic
should have option to scalability to suppert. ge ow prefer n al ese locations to size the ces s . .,
34 {Scope of Work devices at an: point of time. These are minimum 2, use cases, policies required to be understoad Details will be shared with the selected bidder,
requirement hawever, for ease of operation, bidder/QEM can {3. while we are planning for extra standby devices, please explain "but
quote more Devices, but restricted to 5 or less servers only. {restricted to 5 or less servers only™.
Annexure-1 . L. rs Bank’s infrastructure of DC & DRC is as per the
35 |Scope of Work Bidder has to mount the devices in the existing network ‘What {s the size of the rack and pawer availability industry standards. The Rack and power supply will

rack,

ba as per the industry standard only.
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Replies to Prabid Queries of GeM bid ref. no. GEM/2022/8/2221702 dated 31/05/2022 for Supply, Instailation, Integration and Maintenance of Software Defined - Wide Area Network (SD-WAN) Solution in Canara Bank for 5 years

Annaxure-2 A. Mandatery Technical Requirements Enabling LLDP on an edge device can open the hetwork neighbors to be |Bidder has ta comply the GeM bid terms and
47 discavered by autside entities thereby enabling access into your conditions. The propoed sclution shoud have optfan
Technical Requirement The SD-WAN devices should support IEEE 802,14, 802.1AB network. Hence request bank to keep this RFP caluse as optional, to enable and disable the LLDP.
A. Mandatory Technical Requirements In Bank Environment, there are posibilities of device
Annexure-2 . . went as off-line as device shifting, device
48 Device s_h ould nut‘ connect to cen.t ral.mntrol.ler without Bank to provide use case fer this RFP clause bumnt/faulty, device kept as spare and theft etc. in
. manual intervention, for authentication, If link/Power failure
Technical Requirement . these cases, the proposed device should not be
happens for the specified time period. Time period should be . .
, operational without Bank's officials knowledge.
customizable as per bank’s requirements,
The GeM bid clause is modified as under:
A. Mandatory Technical Requirements “E. SDWAN Management
Request the bank to consider the progressive and evolving 1. Appliance Should be able to Integrate with central
Annexure-2 Appliance Should be able to integrate with central authentication mechanisms and also leverage the existing toals, such as |authentication solutions such as:
49 authentication solutions such as: PIM/PAM/LDAP/TACACS/TACALS+ for authentication. And hence exclude|a) Active Directory, TACACS, TACACS +, RADIUS
Technical Reguirement a) Active Directory, TACACS, TACACS +, RADIUS. age old RADEUS which 15 no longer evolving or used in large dynamic {Optional},
b} Solution should have privilege level of users like L1, 12 and|enterprises. b) Solution should have privilege level of users like
L3 to control and to manage deployed SD-WAN devices. L1, L2 and L3 to centred and to manage deployed SD-
WAN devices.”
t:
A. Mandatory Technical Requirements Bank may require the reports as per the requirement
Annexure-2 of Bank Regulators, [nternal & External auditin
50 The SD-WAN solution should be capable of generating Bank to elaborate on the use case for the reparts, i g
. . ' authorites and day-to-day operational & analysis
Technical Requirement different reports based on relevant information covered urnoses etc
under the scope of this GeM bid purp )
A. Mandatary Technical Requirements
Annexure-Z The SD-WAN solution should have ability to freely changes Bank may require the reports as per the req.u'lrement
N . of Bank Regulators, Internal & External auditing
H form, fields, workflows, escalations, authorization structures |Bank to elaborate on the use case for the reparts. . .
i R . authorites and day-to-day operational & analysis
Techni¢al Requirement and reports according to Bank requirements without purpases etc.
affecting the future tool updates and integration with 3rd -
party solutions.
Annexure-2 A. Mandatory Technical Requirements Network reparts are better viewed as CSV for the amount and type of . N .
. o . Bidder to comply with GeM bid terms and
52 All Reoort: + be rtable n CSV format and POF data presented. Bank to consider exporting of reports in either CSY or conditions
Technical Requirement fnrm:r:o s s £xpo PDF since CSV files can also be exported in pdf offline. .
A. Mandatory Technical Requirements
Annexure-2 SD-WAN technology works on pre-allocated memary for better seamless
53 During the tenure, the proposed hardware should be capable |performance, Typically 80% memory is pre-allocated for faster Bidder to comply with GeM bid terms and

Technical Requirement

to handte the load with average 60% resource utilization at
any point of time, Bidder has to upgrade the system with no
cost to bank, if it is utilized above the mentioned limit .

convergence. Hence request Bank to reconsider this RFP clause to make
it more neutral,

conditions.
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Replies to Prebid Queries of GeM bid ref. no. GEM/2022/B/2221702 dated 31/05/2022 for Supply, Installation, Integration and Maintenance of Software Defined - Wide Area Network (SD-WAN} Solution fn Canara Bank for 5 years

54

Annexure-2

Technical Requirement

B. Desirable Technical Requirements

The SD-WAN should have fallowing Mext Generation Firewall:
a} Antivirus/Anti-matware

b) Content Filtering

) DNS Filtering

d) Inbuilt 1P$ {Intrusion Prevention System) for Monitoring
and Preventing Mallcious activities such as security threat
policy violation etc.

e) Web/URL filtering capability to allow or deny access to
certaln ¢lass of web sites according to predefined policies.

.

Standard practice for a 5d- Wan deployment in a distributed
architecture without a local break out, warrants a high performancan on
network throughput, hence AY , DNS services are not enabled on these
devicesand morecver AY/ DNS have multiple validature points ina
network like desktop, gatways and alse the network , hence request,
bank to do away with the feature.

The GeM bid clause is modified as under:

"2. The 5D-WAN should have following Next
Generation Firewall:

a) Inbuilt IPS {Intrusion Prevention System} for
Monitoring and Preventing Maficious activities such
as security threat policy violatfon ete.

b} Web/URL filtering capability to allow or deny
access to certain class of web sites according to
predefined policies.”

Annexure-2 .
55 Annexure-2 /Technical Requirements Klndl.y request bank to let us kniow the marks for each of technical Bidder to refer Annexure-2.
. . Specifications,
Technical Requirement
M bi i i .‘
A. Mandatory Technical Requirements :'l'he GeM bid clause is modified as under
. 4. The SD-WAN devices should have
Request bank to consider technical scaring and weightage basfs the
. a) Minimum 4 x 1 GE based ports, which should be
Annexure-2 The SB-WAN deavices should have relevance and complexity of the technical feature. Hence request the -
. . ) used as both WAN and LAN ports, and one in-built
56 a} Minimum 4 % 1 GE based ports, which should be used as  |bank to have a 25% weightage of overall technical marks on the serial .
. . . serial interface supporting 2 Mbps BW or one serial
Technical Requirement both WAN and LAN ports, and one fr-built smart serial integrated box. As its a complex feature , very few vendors have been to 2ia converter with 2 Mbos BW. —
interface supporting 2 Mbps BW able to achieve -
.. b) Minimum 2 USB Ports or one USB and One SIM
b} Minimum 2 USB Ports to connect Dongle Slo—t
57 |t c 1al Evaluation Process The Criteria for Technical Evaluation and Commercial Request the bank to consider a weightage of 85/ 15 for T1/L1 to ensure |Bidder to comply with Gem bid terms and
no Lommercial Evaiation Evaluation will have weightage of 70:30. a technically Superior product is selected . conditions.
Far Branches/offices, Bank shall impose the penalty of - .
! . k i d {d d
58 Per!aiti;:sifnquigated damages for not, Rs.2000 per day in case of resolution are delayed beyond NBD Pgrr::::ty of Rs 2000 is high per day . Request the bank to waive off the ::, n::;;::omply with GeM bid terms an
maintaining uptime {Mext, Business Day). P ¥ )
Request bank to make sure the new controller / BC , DR set up of the SD
) Wan for 4300 devices works in complimentety / leverage the e;fisting set, The propased SDWAN solution should have distinct
59 |Generic Generic up of Sd-wan deployment at canara and hence meet the generic BC & DRC setup for these locations
specifications of RFP on availability , scalibility and capacity bench mark P '
2, Preventive Maintenance :lrrespective of SDWAN edge devices being a
. Generd zera touch enabled, as the integrated device has a inbuilt serial Bidder to comply with Gem bid terms and
0 |Generic enenc component, its a best practice to have a site visit to log in with a conditions.
console cable
Technical Evatuation Criteria Request you ta amend the clause as below:
3. No. of implementation {arjd 1.mark per 3 maintenance as 3. No. of implementation (and 1 mark per 3 maintenance as well) by the
well) by the Bldder of Organization 5D-WAN (Software .
. Bidder of Grganization SD-WAN (Software Defined -Wide Area f.e. ifn
Defined -Wide Area i.e. if n no. of Netwark) solution in any no. of Netwark) sotution in any Scheduled deployments, Commercial Bidder to refer corrigendum-1 for amended
61 |Annexure-11 Scheduled deployments, Commercial Bank/PSU/ Govt. then [-" y eployments, ] rrigendum
v Technical Evaluation Criteria.

marks Organization/Govt. Unit/BFSI/ Company will be n*1=x.
(Publicly listed) Globally for minimum 25 if x » 6, then
discrete locations per organization as an maximum 6 GeM bid
date and additionally bidder should have also supplied 2000
Routers In single or Multiple order for last three years

Bank/PSU/ Govt. then marks Organization/Govt. Unit/BFS/ Company
will be n*1ex. (Publicly listed) Globally for minimum 25 if x » 6, then
discrete locations per organization as on maximum 6 GeM bid date and
additionally bidder should have alse supplied 2000 Routers in single or
wMultiple order in last three years
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Replies to Prebid Queries of GeM bid ref. no. GEM/2022/B/2221703 dated 31/05/2022 for Supply, Installation, integration and Maintenance of Software Defined - Wide Area Network {SD-WAN) Solution In Canara Bank for 5§ years

Payment Terms
Payment Milestone

Delivery of Hardware, Software & other Licenses - 50% of
total cost of Hardware, Software and other Licenses

Request you to amend the clause as below:

Delivery of Hardware, Software & other Licenses - 80% of total cost of
Hardware, Software and other Licenses

Bidder to comply with GeM bid terms and

62 |Annexure-13 Instailation, configuration and commissioning of solution, - 15% of total |conditions.
Installatian, configuration and commissioning of solution. «  |cost of Hardware, Software and other Licenses
40% of total cost of Hardware, Software and other Licenses
Warranty 5 % total cost of Hardware, Software and ather Licenses
Warranty 10 % total cost of Hardware, Software and other Onsite Resource Quarterly
Licenses Onsite Resource Quarterly
Payment Terms N
1. Penaltles & Liguidated damages Request you to amend the clause as below:
Non-compliance of the Supply/delivery clause will result in !wlon-c?mpllance of the Supply/delivery clause. will fesult in the Bank
impaosing penalty of 0.3% (Plus G5T) on detay in delivery per week or
the Bank imposing penalty of 0.50% {Plus G5T) on delay in s
.l part thereof, on the invoice value {exclusive of Taxes) of the
delivery per week or part thereof, on the invaice value ; .
4 . lacation/office address wise
{exclusive of Taxes} location/office address wise
63 lAnnexure-15 Non-compliance of the Installation, configuration and implementatfon as Bidder to comply with GeM bid terms and

Non-compliance of the Installation, configuration and
implementation as per clause 2.2.2 will result in the Bank
imposing penalty of 0.50% (Plus GST) on delay on installation
per week or part thereof, on the invaice value {exclusive of
Taxes) location/office address wise

However, the total Penalty/LD to be recovered under above
clauses 3.1.1, and 3.1.2 shall be restricted to 10% (Plus G5T)
of the total value of the order (exclusive of Taxes).

per clause 2.2.2 will result in the Bank imposing penatty of 0.3% (Plus
GST) on delay on installation pet week or part thereof, on the invoice
value {exclusive of Taxes) of the \ocation/office address wise

However, the total Penalty/LD to be recovered under abave clauses
3,1.1, and 3.1.2 shall be restricted to 5% invoice value {Plus GST) of the
detayed location of the order {exclusive of Taxes).

conditions.
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Replies to Prebld Queries of GeM bid ref, no. GEM/2022/B/2221702 dated 31/05/2022 for Supply, installation, Integration and Maintenance of Software Defined - Wide Area Network {SD-WAN) Solytion in Canara Bank for 5 years

Payment Terms

3.2. Penalties/Liquidated damages for not maintaining
uptime:

99.95% to 100% - No penalty
Up to 98.95% and less than 99.95% - 0.5% (plus GST) on total
order value of ordered Phases for all the locatfons (i.e. Total

cost of the project)

Up to 97.95% and less than 98.95% - 1.0% (plus GST} on total
order value of ardered Phases for all the locations (i.e. Total

Request you to amend the clause as below:

99.95% to 100% - No penalty

Up to 98.95% and less than 99.95% - 0.5% (plus GST) on the order value
of the lacations

Up to 97.95% and less than 98,95% - 1.0% (plus GST) oh the order value

64 |Annexure-15 cast of the project) of the locations Bidder has to comply the bid terms,
Up to 96.95% and less than 97.95% - 1.5% (plus G5T} on total |Up to 96.95% and less than 97.95% - 1.5% (plus GST) on the order value
order value of ordered Phases for alf the locations (i.e. Total |of the locations
cost of the project)
Up to 95.95% and less than 96.95% - 3.0% (plus G5T) on the order value
Up to 95.95% and less than 96.95% - 3.0% (plus GST} on total |of the locations
order value of ordered Phases for all the locations (i.e. Total
cost of the project) Less than 95.95% - 5.0% (plus GST} ot the order value of the locations
Less than 95.95% - 5.0% (plus GST) on total order value of
ordered Phases for all the locations {i.e. Total cost of the
project)
Technical Evaluation Criteria
This clause is prohibitory in nature as it restricts upcoming & startup
No. of implementations (not necessarily by the Bidder) of the|OEMs who are Mil to bid for this opportunity. As per the guidelines
Annexure-11 Praposed OEM Solution (not necessarily the same model) in  |published by CCIT vide their communication reference number 18-10 Bidder to refer corrigendum-1 for amended
&5 Scheduled Cammercial Bank/PSU/ Govt. Organizatian/Govt. |2017 -IP Dated 315t August 2021Govt. entities are required to not have |Technical Evaluation Criteria.
Unit/ BF5I/ Company (Publicly listed) in India for Minimum  |such conditions that are restrictive for the qualification of Ml startups &
500 discrete locations fn Single Order or multiple order to MSMES.
build a Single Solution, as on GeM bid date.
Technical Evaluation Criteria
This clause is prohibitory in nature as ft restricts upcoming & startup
Maximum no. of locations deployed (not necessarily by the  |OEMs wha are MIl to bid for this opportunity. As per the guidelines
Annexure-11 Bidder) for the SD-WAN Solution of proposed OEM {not published by CCIIT vide their communication reference number18-10 Bidder to refer corrigendum-1 for amended
66 necessarily the same model) in Scheduled Commercial 27 1P Dated 31st August 2021Govt. entities are required to not have [Technical Evaluation Criteria,
Bank/PSU/ Govt. Organization/Govt. Unit/BFS!/Company such conditions that are restrictive for the qualification of Ml startups &
(Publicly listed) Globally in a single purchase order/single MSMES.
solution in an organization, as on bid submission date
Pre-Qualification Criteria
o Annexure-3 The bidder (including its OEM, if any) sheuld either be Class-t mfsoom:::::.:m‘::eﬂ’;'ggﬁ‘\’,"_Jz i::ffr;‘;:’r“;:;::‘ ::t';“"’“ °f | idder to comply with GeM bid terms and

ar Class-Il local supplier as defined in Public Procurement
(Preference to Make in India) Revised Order (English) dated
16/09/2020

31/08/2021 for a updated definition of Class-1/Class-Il local supplier.

conditions.
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Replies to Prebid Queries of GeM bid ref. no, GEM/2022/8/2221702 dated 31/05/2022 for Supply, Installation, Integration and Maintenance of Software Defined - Wide Area Network (SD-WAN) Solution in Canara Bank for § years

Technical Requirements

DDa$ protection would he primarily handled by the 1SP. Hence DDoS

Annexure-2 functionality thraugh rate kimiting function would be more than
6B The SD-WAN should support DDGS mitigation functionality sufﬁctenr..from funciticnal Perspectwe.:. Hence requesting ta kindly The GeM bid clause stands deleted.
and protect DDOS attack like UDP Flood, Ping of Death etc. remove Ping of death requirement as it would be blocked at the ISP
! side. UDP flooding can bé addressed using rate limiter.
Technical Requirements
The GeM bid clause {5 modified as under:
The SD-WAN should have following Next Generation Firewall: When branch traffic is always backhauled to the Hub/DC, requirement "2, The SD-WAN should have following Next
a) Antivirus/Anti-malware . . . Generation Firewall:
iy of having UTM capabilities may not have a optimum use case. This would .
Annexure-2 b} Content Filtering . . a) inbuitt [P5 (Intrusion Prevention System) for
) increase the yearly subcription costs for each branch and Inereases the . .
69 ¢) DNS Fittering . o e . L Monitoring and Preventing Malicious activities such
" - N TCO. Bank traffic s primarily for application access which will be hosted 5
d} Inbuilt IP5 (Intrusion Prevention System) for Manitoring . . as security threat policy violation etc.
. e . lacally in the DC. Internet access requirement for the branches coutd be -
and Preventing Malicious activities such as security threat ! b} Web/URL filtering capability to allow or deny
N less than 10% of the total traffic. X
policy violation ete. access to certain class of web sites according to
e) Web/URL fiftering capability to allow or deny access to predefined policies.”
certain class of web sites according to predefined policies
Criteria
The bidder (including its OEM, if any) should either be Class-
ar Class-|l local supplier as defined in Public Procurement
ATC {Preference to Make in India) Revised Order (English) dated |While the prerequisites mentions the criteria of local content .The GEM {Compliance to Public Procurement (Preference to
70 |Annexure-3 Pre-Qualification Criteria  |16/09/2020 bid does not mention any clause on make in India . Bank to confirm Make in India} Revised Order (English) dated
whether Make in India is applicable in this Bid 16/09/2020 is mandatory.
Documents to be submitted for Compliance
Certificate of local content to be submitted as per Annexure-
6 or Annexure-7 as applicable.
Additional terms and conditions Considering the different penalty section each limiting to 10% of the
n 17.11. All the above LDs are independent of each other and jorder value , the penalty exposure is very high resulting in increase of  |Bidder to comply with GeM bid terms and
i are applicable separately and concurrently. commercial .Request Bank to imit the total penalty exposure to 10% of |conditions.
17, Penalties & Liquidated damages the total order value.
The GeM bid clause is modified as under:
Additional temas and conditions 9.2. Project Schedule are as follows: Bank to Clarify whether the 15 weeks of timelines in inclusive of bath  |™9.2, Project Schedule are as follows:

n 9.2.1. Supply of Hardware and Software items: Within 15 Phase 1 and Phase 2 or for each phase .Also due to the present CHIP 9.2.1. Supply of Hardware and Software items;
9. Delivery, Installation, Configuration |weeks for 1st Phase and 2nd Phase of branch office locations [shortage globally .. the delivery timelines of 15 weeks would be a Within 25 weeks for each phase (f.e., 15t Phase and
and Integration: from the date of acceptance af Purchase Order. challenge , Request Bank to extend the delivery timelines to 25 weeks . [2nd Phase) of branch office [ocations from the date

of acceptance of Purchase Order.
Additional terms and conditions 9.2, Project Schedule are as fellows: With 4500 branch‘es targeted in the scope .. As . per the lmplemet\tatmn
) . ... . |schedule .. the bidder would have to commission 300 branches in a . N
9.2.2. Installaticn, Configuration and Implementation: Within . ) . " Bidder to comply with GeM bid terms and

73 - . . . month / 60 branches in a day .. Which woutd be practically possible N
9. Delivery, Installation, Configuration |15 weeks for Branch Office Locations from the date of X idering the B d oo conditions.
and Integration: Delivery task considering the Branch demography and accessibility . Request

' . Bank to extend the same to 25 weeks
Additional terms and conditions Bank ta confirm on Branch accessibility for installation . le whether the
74 9.2. Project Schedule are as follows: installation can be carried aut on all 7 days / 30 days in 2 month .. Or On all Branch/Office warking days of the Bank.

9. Delivery, Installaticn, Configuration

and Integration:

there would be limitation on the access to the branch considering

Month end and other reasons .
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Replies to Prebid Queries of GeM bid ref. no. GEM/2022/B/2221702 dated 31/05/20232 for Su

ly, Installation, Integration and Malatenance of Software Defined « Wide Area Network (SD-WAN) Sofution in Canara Bank for 5 years

The GEM document does not mention any clause on Make in India ..
Whereas the eligibility criteria document mentions an the clause . Will

Compliance to Public Procurement (Preference to

il Make in India the Local content limited te only HW and 5W or for the services as the  {Make in India) Revised Order {English) dated
eligibflity clause is " the bidder ( including its OEM, if any ) should be 16/09/2020 is mandatory.
class 1 or Class 2. What is the applicable cause if the bidder is an 5l
ATC A. General Specification of SD-WAN Solution
76 |Annexure-2 Technical Requirements 2, The SD-WAN solution should be capable to use all the Bank to confirm on the max MPLS and internet links in & branch Details will be shared with the selected bidder.

A. Mandatory Technical Requirements

available MPLS and any kind of Internet links effectivety.

Additional terms and conditions

12.8, Onsite Support:
12.8.6. Bidder has to provide 10 numbers of Onsite

Bank to clarify whether the mentianed resources to be stationed at DC

Bidder to comply with GeM bid terms and

7 . Resources. Onsite Reseurces should be deployed as per the  |and DR conditions.
12. Suppart: Bank's Requirement,
Criteria
The bidder (including its OEM, if any) should either be Class-1 . .
8 . d 1
or Class-Ii local supplier as defined in Public Procurement Class:1 or Class-l| supplier should be applicable to OEM Only
ATC {Preference to Make in India) Revised Order (English) dated . . . . .
Th ed OEM should either be Class-| or Class-If local supplier as  |Bidder to comply with GeM bid terms and
78 |Annexure-S Pre-Qualification Criteria | 16/09/2020 # Bropos shou'd exther be sl focd suppile wicer Lo camply with GE bid terms an

Documents to be submitted for Compliance
Certificate of local content to be submitted as per Annexure-
6 or Annexure-7 as applicable.

defined in Public Procurement (Preference to Make in India) Revised
Order {English} dated 16/0%/2020

conditions.

F4)

ATC
Annexure-11
Technical Evaluation Criterfa

1. Mo. of implementations (not necessarily by the Bidder} of
the Proposed OEM Solution (not necessarfly the same model)
in Seheduled Commercial Bank/PSU/ Govt.
Organization/Govt. Unit/ BFSI/ Company (Publicly listed) in
India for Minimum 500 discrete locations in Single Order or
multiple order to build a Single Solution, as on GeM bid date.
Bidder has to submit Certificate of Satisfactory working from
the respective organizations on thelr letter head with seal,
centact ng,, mail and clearly specifying the no. of locations
deployed and since when.

Since Make in India OEMs for SDWAN technolegy are emerging in India
in the last few years only, It is requested that the eligibility of
quantity requirement of per implementation be kept reasonable ta
accommodate as many Ml CEMs with relevant experience in line with
the sprit of promoting make in India as per Got PPP norms. Suggest to
reduce each project size te 75 sites or above,

No. of implementations ; OEM should have supplied SDWAN in India for
minimum two different projects baving mare than 75 sites each in
Scheduled Commercial Bank / PSU / Gevt, Organization/Govt, Unit/
BFSI/ Company

{Private/Publicly listed) Globalty in a single/multiple purchase
order/single solution in an organization .Bidder has to submit at least
one Certificate of Satisfactory working or Quality Assurance Plan (QAP)
from the respective organizations on theit [etter head/mail with contact
details and clearly specifying the no. of locations deployed and since
when,

Bidder to refer cortigendum-1 for amended
Technical Evaluation Criteria,
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Replies to Prebid Queries of GeM bid ref. ho. GEM/2022/8/2221702 dated 31/05/2022 for Supply, installation, Integration and Maintenance of Software Defined - Wide Area Network (SB-WAN) Solution In Canara Bank for 5 years

BD

ATC
Annexure-11
Technical Evaluation Criteria

2. Maximum no. of locations deployed (not necessarily by the
Bidder) for the SD-WAN Solution of proposed OEM (not
necessatily the same madel} in Scheduled Commercial
Bank/PSU/ Govt. Organization/Govt. Unit/BFS!/Company
(Publicly listed} Glabatly in a single purchase order/single
solution in an organization, as en bid subinission date,

Bidder has to submit a Certificate of Satisfactory working
from the respective organization clearly specifying the no. of
locations deployed and since when.

Since Make in India OEMs for SOWAN technology are emerging in the
last few years, It is requested that the eligibility quantity requirement
for maximum no of locations per project be kept reasonable to
accommodate as many Indain OEMs with relevant experfence in line
with the sprit of promoting make in India as per Gol PPP norms.
Suggest to make the slab to 250 -350, 350 to 500 and 500 and above.

Maximum na. of locations deplayed (not necessarily by the Bidder) for
the SDWAN Solution of proposed QEM {not

necessarily the same madel) in Scheduled Commercial Bank/P5U/ Govt.
Organization/Govt. Unit/BFS)/Company

{Publicly listed) Globally in a single purchase order/single solution in an
arganization, as oh bid submission date.

Bidder has to submit at least one Certificate of Satisfactory working or
Qualtity Assurance Plan {(QAP) from the respective organizations on their
letter head/mail with contact details and clearly specifying the no, of
locatfons deployed and since when, Suggest, to make the stab to 150-200
with 1 Mark, 201 to 300 with 2 Marks and 301 and above - 5 Marks

Bidder to refer corrigendum-t for amended
Technical Evaluation CHterla,

B1

ATC
Annexure-11
Technical Evaluation Criteria

3. No, of implementation (and maintenance as well) by the
Bidder of SD-WAN {Saftware Defined -Wide Area Network)
solutfon in any Scheduled Commercial Bank/PSU/ Govt.
Organization/Govt. Unit/BFSI/ Company (Publicly listed}
Glabally for minimum 25 discrete locatiens per organization
as on GeM bid date and additionally bidder should have also
supplied 2000 Routers in single or Multiple order for last
three years

Bidder has te submit Certificate of Satisfactory working from
the respective organization clearly specifying the solution
and since when,

Bidders exparience of SOWAN may be kept 300 or more in last 5 years
as an option as the tender is for SDWAN and more weightage may be
given to SDWAN experience to bidder,

No. of implementation {and maintenance as well) by the Bidder of SD-
WAN {Software Defined -Wide Area Netwark) solutien n any Scheduled
Commercial Bank/PSU/ Govt. Organization/Govt. Unit/BFS51/ Company
{Publicly listed} Glabally for minfmum 25

discrete locations per arganization as on GeM bid date and additionally
bidder should have also supplied 2000 Routers OR300 SDWAN
deplayment in single or Multiple order for last seven years. Bidder has
to submit at least one Certificate of Satisfactory working or Quality
Assurance Man (QAP) from the respective organizations on thelr letter
head/mail with contact details and clearly specifying the no. of
locations deployed and since when.

Bidder to refer corrigendum-1 for amended
Technical Evaluation Criterfa.

.73

Additional terms and conditions

18. Payment terms

18.1 Installation, configuration and commissioning of
solution. 40% of total cost of Hardware, Software and other
Licenses After successful installation, configuration and
commissioning of solution in DC, DR and branches/offices
lecations,

Remark: Request you to consider that 40% payments of TNF sites shall
be released within 30 days of sites being declared THF.

Bidder to compty with GeM bid terms and
conditions.

83

Additional terms and conditions

18. Payment terms

18.1 Installation, configuration and commissioning of
solution. 40% of total cost of Hardware, Software and other
Licenses After successful Installation, configuration and
commissiening of solution in DL, DR and branches/offices
locations.

Remark: Request you to allow that payment shall be claimed in lot of
100 branches. It shall be prorate during the roltout phase and post
rollout int [ots of 100,

Biddet to comply with GeM bid terms and
conditions.
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Replies to Prebid Querles of GeM bid ref, no. GEM/2022/8/2221702 dated 31/05/2022 for Supply, Installation integration and Maintenance of Software Defined - Wide Area Network {(SD-WAN) Solution In Canara Bank for 5 years

84

ATC
Annexure-2 Scope of Work

32. Project Completion and Managetment:

A) For smooth completion of project, the Bidder should
fdentify one or two of its representatives at Bengaluru as a
single point of contact for the Bank

B) Project. implementation team should be conversant with
lacal rules and conditions to resclve the issues, 1f any,

C} During Project, Implementation, the Bidder should provide
minimurn 4 onsite resources and cne project manager till
project signoff and start of warranty period and comply
following points.

» Support should be 24x7.

« Resource should not be less than & Months old in that
company

« Bidder should have done Background verification of the
resource and bidder should share to bank at any point of
time.

= Person leaving service to be reported to Bank.

+ Person should have company ID proof.

Remark: Subcontracting should be allowed ( SLA)

Bidder to comply with GeM bid terms and
conditions.

85

ATC
Annexure-Z Scope of Wark

33. The solutfon will be implemented in phased manner and
the warranty period of devices at DC, DR and
Branches/offices will start on mutual consent when mare
than $0% of the supplied devices are installed at
Branches/Offices.

Remark; Request Bank shall include TNF sites also due to Bank Reasons.

Bidder to comply with GeM bid terms and
conditions.

86

Additional terms and conditions

17. Penalties & Liquidated damages

17.1. Penalties/Liquidated damages for delay in Delivery and
Installation of Solution would be as under:

17.1.1. Non-compliance of the Supply/delivery clause 9.2.1
will result in the Bank imposing penalty of 0.50% (Plus GST)
on delay in delivery per week or part thereof, on the invpice
value (exclusive of Taxes) lecation/office address wise,
17.1.3. However, the total Penalty/LD to be recovered under
above clauses 17,1.1, and 17,1.2 shall be restricted to 10%
{Plus GST) of the total value of the order (exclusive of
Taxes).

Remark; Request Bank to cap penalties and liquidity damages at 10% of.
delayed/deficient services of items

Bidder to comply with GeM bid terms and
conditions.
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87

Additional terms and conditions

17. Penalties & Liquidated damages

17.3. Penalties/liquidated damages for Onsite
resources: In case the resources goes on leave/absent,
replacements having equivalent or more experience and
qualification has to be arranged by the selected bidder to
ensure that regular functioning of the solution does not!
hamper. In case replacements are not arranged, Bank shall
pay only the proportionate amount of resident resource
charges during the particular quarter, The Bank shall also
impose a penalty of 0,5% plus G5T of the Resident resource
charges (Exel. of G5T} payable to the selected bidder for
that quarter for each hour and part thereof of absence.
However, total penalty under this clause will be limited to
50% plus GST of the total charges (exclusive of G5T) payable
for Resident Resource charges for that quarter,

Remark: Request Bank to walve off GST recharge as penalty fn the
absence of Onsite resource

Bidder to comply with GeM bid terms and
canditions.

88

Additional terms and conditions

17, Penalties & Liquidated damages

17.11, All the above LDs are Independent of each ather and
are applicable separately and concurrently.

Remark: Request Bank to cap all EDs maximum at 5% of contract value.

Bidder to comply with GeM bid terms and
conditions.

89

Additional terms and conditions

17. Penalties & Liquidated damages

17.6. If any act or failure by the selected bidder under the
agreement results in failure or fnoperability of systems and if
the Bank has to take corrective actions, to ensure
functionatity of its property, the Bank reserves the right to
impose penalty, which may be equal ta the cost it incurs or
the [oss it suffers for such failures.

Remark: Request Bank to cap limitation of liability at 100% of contract
value.

Bidder to comply with GeM bid terms and
conditions,

%0

Additional terms and conditions

37, Order Cancellation/Termination of
Contract

37.1. The Bank reserves its right to cancel the entire /
unexecuted part of the Purchase Order at any time by
assigning appropriate reasons and recover expenditure
incurred by the Bank in addition to recovery of liquidated
damages in terms of the contract, in the event of one or
more of the following conditions:

37.1.1. Delay in delivery of services in the specifled perfod,
37.1.2. Serious discrepancies noted in the Inspection.
37.1.3. Breaches in the terms and conditfons of the Order.

Remark: Multiple penalties are already applicable on delay/senvices.
Additional penalties to recovery the expenditure incurred is very vague
statement/not quantifiable liability.

Request Bank to remove the additional penaltfes or give maximum cap
of 5% of total contract value .

Also allow 30 days of cure period to rectify delay/discrepancies or other
breaches.

Bidder to comply with GeM bid terms and
conditions.
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37.2, The Bank reserves the right to cancel the contract

' ptaced on the selected bidder and recover expenditure

: incurred by the Bank on the following circumstances:
37,2.1. Non submisston of acceptance of order within 7 days
of order.

37.2.2. Excessive delay in execution of order ptaced by the
Bank.

37.2.3. The selected bidder commits a breach of any of the
Additional terms and conditions terms and conditions of the bid.

37.2.4, The bidder goes in to liquidation voluntarily or Remark: Unsatisfactory is very vague term , we request Bank to replace|Bidder ta comply with GeM bid terms and
37. Order Cancellation/Termination of |otherwise. this with "in breach of Service Level Standards™ conditions,

Contract 37.2.5, An attachment is levied or continues to be levied for
a period of 7 days upen the effects of the bid.

37.1.6, The progress made by the selected bidder i found to
be unsatisfactory.

37.2.7. If deductions on account of liquidated Damages
exceeds more than 10% of the total contract price.

37.2.B. If found blacklisted by any Govt. department/ PSU/
other banks etc., during the course of contract.

Ll

Additional terms and conditions 37.3. Bank shall serve the notice of termination to the

bidder at least 30 days prior, of its intention to terminate
services.

Remark: Request Bank to allow 30 days of cure pericd to rectify Bidder to comply with GeM bid terms and

92 delay/discrepancies or other breaches. conditions.

37, Order Cancellation/Termination of
Contract

37.4. 1in case the selected bidder fails to conduct an event
as per stipulated schedule, the Bank reserves the right to get
it conducted by alternate sources at the risk, cost and
responsibility of the selected bidder by giving 7 days prior
notice to the bidder.

Additional terms and conditions
Remark: Request Bank to cap risk purchase at 100% of delayed Bidder to comply with GeM bid terms and

3 services/items. conditions,

37. Order Cancellation/Termination of
Contract

37.5. After the award of the contract, if the selected bidder
does not perform satisfactorily or delays execution of the
contract, the Bank reserves the right to get the balance
contract executed by another party of its choice by giving
Additional terms and conditions one months notice for the same. In this event, the selected
bidder is bound te make good the additional expenditure,|Remark: Request Bank to replace "satisfactority™ with "in breach of Bidder to comply with GeM bid terms and
37, Order Cancellation/Termination of |which the Bank may have to incur to carry out for the|service level standards® conditions.

Contract execution of the balance of the order/contract. Such
additional expenditure shall be incurred by the bank within
reasonable limits & at comparable price prevalling in the
market, This clause is also applicable, {f for any reason, the
contract is cancelled.

94
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95

Additional terms and conditions

51. Indemnity

5T, Indemnity

51.1. The bidder shall keep and hold the Bank Indemnified
and harmless from time to time and at all times against all
actions, proceedings, claims, sults, liabilities (including
statutory liability), penalties, demands, charges, costs
(including legal ¢osts) and expenses, damages, losses and any
other exprenses which may be caused to or suffered by or
made or taken against the Bank arising out of; *

51.1.1, The breach, default or non-performance of
undertakings, warranties, covenants or obligations by the
bidder;

51,1.2, Any contravention or Non-compliance with any
applicable laws, regulations, rules, statutory or legal
requirements by the bidder;

51.2. The bidder shall indemnify, protect and save the Bank
against all claims, losses, costs, damages, expenses, action
suits and other proceedings, resulting from infringement of
any law pertaining to patent, trademarks, copyrights etc. or
such other statutory infringements in respect of
Solution/Service supplied by them.

5%.2.1. All indemnities shall survive notwithstanding expiry
or termination of the contract and bidder shall continue to
be liable under the indemnities.

51,2.2. The limits specified in above clause shall not apply to
claims made by the Bank/third parties in case of
infringement of Intellectual property rights or for claims
relating ta the Incs nr damaes tn real neaperty and taneible

Remark: Request Bank to remove “legal cost” as highlighted in clause.
[Because this fs an open ended liability else replace the same with
agreed in writing by the Service Provider.

Bidder to comply with GeM bid terms and
conditions,

96

Additional terms and conditions

60, Right to audit:

60.1, The VENDOR has ta get itself annually audited by
internal/ extermnal empaneled Auditors appointed by the
PURCHASER fHnspecting official from the Reserve Bank of
India or any regulatary authority, cavering the Hsk
parameters finalized by the PURCHASER/such auditors in the
areas of products (IT hardware/software} and services etc.,
provided to the PURCHASER and the YENDOR is required to
submit such certification by such Auditers to the
PURCHASER, The VENDGR and or his/their oktsourced
agents/subcontractors (if allowed by the PURCHASER) shatl
facilitate the same. The PURCHASER can make fts expert
assessment an the efficiency and effectiveness of the
security, control, risk management, governance system and
process created by the VENDOR, The VENDOR shall,
whenever required by the Auditors, furnish all relevant
information, records/data to them. All costs for such audit
shall be borne by the PURCHASER,

Remark: Request to cap the Right to audit only on project
documentation.

Bidder to comply with GeM bid terms and
conditions.

7

Additional Clause Suggested

Additional Clause Suggested

Remark: In case of non payment of dues within sixty {60) days of raising
the invaice, the Contractor shall hawe the right to terminate the
agreement.

Bidder to comply with GeM bid tenns and
conditions.

98

Additional Clause Suggested

Additional Clause Suggested

Limitation of Liability

Bidder to comply with GeM bid terms and

conditions,
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No. of implementations {not necessarily
by the Bidder) of the Proposed OEM Soluticn {not necessarily
the same model) in Scheduled Commercial Bank/PSU/ Gavt.
Organization/Govt. Unit/ BFSI/ Company (Publicly listed) in
India for
Minimum 500 discrete locations in Single Order or multiple
Annexure-11 order to build a Single Solution, as on GeM bid date. !!equestlng Bank to modify the clause as 2 marl( pel.' Organization Bidder to refer corrigendum-1 for amended
99 i.e. if n no, of deployments, then marks will be n*2=x, if x > 5, then Technical Evaluation Criteria
Technical Evaluation Criteria Bfdder has to submit Certificate of Satisfactory working from |maximum 57, -
the respective organizations on their letter head with seal,
contact no,, mail and clearly specifying the no. of locations
deployed and since when
1 mark per
Organization f.e. if n no. of deployments, then  marks will
be n*1=x, if x » 5, then maximum 5
N}: - of implementation (and mai‘ntenanse as well} by the Requesting Bank to modify the clause as "
Bidder of SD-WAN (Software Defined -Wide Area Network) .
) No. of implementation (and maintenance as well) by the Bidder of 5D-
{solution in any Scheduled Commercial Bank/PSU/ Govt.
Organization/Govt. Unit/BFSI/ Company {Publicly listed) WAN (Software Defined -Wide Area Network) solution in any Scheduled
re oV, i pany { v Commercial Bank/P5U/ Govt. Organization/Govt. Unit/BESI/ Company
Glebally for minimum 25 discrete locations per organfzation P . N .
. ie {Publicly listed) for minimum 25 discrete locations per organfzation as
as on GeM bid date and additionally bidder should have alse s A
Annexure-11 . .. on GeM bid date and additionally bidder should have one reference )
supplied 2000 Routers in single or Multiple order for [ast N e s Bidder to refer corrigendum-1 for amended
100 where they supplied More than 2000 Routers in single or Multiple ordet 5 X N
Technical Evaluation Criteria three years. for last three years. Technical Evaluation Criteria.
Bidder has to submit Certificate of Satisfactory working from | . . e . :
. R Bidder has ta submit Certificate of Satisfactory working from the
the respective organization clearly specifying the solutfon N A
respective organization.
and since when,
1 mark per Organization Le. If n no. of deployments, then 1 mark. per l?rganization i.e. 1_fn no. of deployments, then  marks
" N will be n*1=x. if x » 3, then maximum 3
marks will be n*1=x. if x » 6, then maximum 6
Annexure-15 - Delivery of Hardware, Software & other Licenses - 50% of Requesting Bank to modify the clause as "Delivery of Hardware, Bidder to comply with GeM bid terms and
1m Software & other Licenses - 70% of total cost of Hardware, Software
total cost of Hardware, Software and other Licenses . conditions.
Payment Terms and other Licenses
Annexure-13 Installatien, configuration and commissioning of selution -40% Requesting Bank to modify the clause as * Installation, conflguration and . ., comply with GeM bid terms and
102 - commissioning of sclution -30% of total cost of Hardware, Software
of total cost of Hardware, Software and other Licenses - conditions,
Payment Terms and other Licenses
103 Annexure-13 AMC Charges - Payment will be quarterly in arrears after Requesting Bank to modify the clause as ™ Payment will be Yearly in Bidder to comply with GeM bid terms and
deducting applicable penalties advance after deducting applicable penalties conditions.
Payment Terms
Annexure-15 3.2.5. For Branches/offices, Bank shall impose the penalty  |Requesting bank to modify the clause as “3.2.5. For Branches/offices,
104 of R5.2000 per day in case of reselution are delayed beyond  (Bank shall impose the penalty of Rs.500 per day in case of resolution are :lc:‘%?:i:::omply with GeM bid terms and
Payment Terms NBD (Next Business Day). delayed beyond NBD (Next Business Day),” )
Annexure-15 However, total penalty under this ¢lause will be limited to  |Requesting bank to medify the clause as " However, total penalty under {.. . . N
105 50% plus GST of the total charges (exclusive of GST) payable {this clause will be limited to 10% plus GST of the total charges (exclusive S;‘::E{i;::"‘“p'y with GeM bid terms and
Payment Terms for Resident Resource charges for that quarter. of GST) payable for Resldent Resource charges for that quarter. * -
>
‘- .
: | o o
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Annexure-15 -
106 All ti.le above LDs are independent of each other and are Requesting Bank to remove the clause Bidder to comply with GeM bid terms and
applicable separately and concurrently. conditions.
Payment Terms
Annexure-2 A. General Specification of SD-WAN Solution . .
107 5%, The SD-WAN solution should Support IPv4 and IPvé dual Bank to clarify that IPV6 support is required from WAN side The propased SOWAN solution should support IPv6 in
all aspects.
Technical Requirement stack from day one.
The proposed SDWAN solution should be able to view
Annexure-2 A. General Specification of SD-WAN Solution real time end-end application performance like
108 8. The SD-WAN solution should support Applicatien Bank to provide use case for this RFP clause jitter, latency, packet loss, bandwidth utilization,
Technical Requirement Performance Manftoring. filtered by clients, networks and servers. Detailed
anlysis of packets at application and user level.
A. Mandatery Technical Requirements
Annexure-2 The SD-WAN solution should be able to communicate with P
Bank to clarifi ! i ili i
109 the existing products of different vendors (eg: - Cisco, HP, h::E o clarification on type of communication/intergration needed i{t:t;:t;ze:;a::::oc:; glf;::ir;tnom products for secure
Technical Requirement, Aruba, Juniper, Checkpoint, [avelle Netwarks, Tejas P .
Networks, Fortinet, Pala-alto, etc.) Routers, Switches,
Firewall and SD-WAN.
A. Mandatary Technical Requirements
Annexure-2 The SD-WAN should continuausly assess performance of The proposed solution sh?uld have Qos feature to
110 N . : . . Bank to provide use case for this RFP clause assess and resolve the vaice, video and data
Technical Requi t voice, video, and data applications at any given time with Aoplication's fssues
echnical Requiremen the ability to prioritize the traffic based on bank PP -
requirement.
. H t .
Annexure-2 A. Mandatory Technical Requirements Integration of SIEM solutfon for analyzing the logs
rificati i X i
111 The SD-WAN solution should be ntegrated with bank's SIEM Need clarification on the type of integration expected and PIM solt_ltron Icfr.s?cure login and manftoring the
Technical Requirement . administrative activities.
and PIM solution.
Antexure-2 A. Mandatory Technical Requirements Enabling LLDP on an edge device can open the network neighbors to be  |Bidder has to comply the GeM bid terms and
12 . discovered by outside entities thereby enabling accass into your conditions. The propoed solution shoud have option
Technical Requirement :E; ;I:DWAN devices should support IEEE 802.1Q, 802.148, network. Hence request bank to keep this RFP caluse as optional. to enable and disable the LLDP.
Annexura-2 A. Mandatory Technical Requirements Enabling LLDP on an edge device can open the netwark neighbors to be  |Bidder has to comply the GeM bid terms and
13 discoverad by outside entities thereby enabling access into your conditions. The propoed selution shoud have option
Technical Requirement The SD-WAN devices should support [EEE 802.1Q, 80Z.1AB network. Hence request bank to keep this RFP caluse as optional, to enable and disable the LLDP,
A. Mandatary Technical Requirements In Bank Environment, there are posibilities of device
Annexure-2 . went as off-line as device shifting, device
114 Device should not connect to central controller without Bank to provide use case for this RFP clause burnt/faulty, device kept as spare and theft etc. In

Technical Requirement

manual intervention, for authentication, if link/Power failure
happens for the specified time peried. Time period should be
customizable as per bank’s requirements.

these cases, the proposed device should not be
operational without Bank's officials knowledge.
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115

Annexure-2

Technical Requirement

A. Mandatory Technical Requirements

Appliance Should be able to Integrate with central
authentication solutions such as:

a) Active Directory, TACACS, TACACS +, RADIUS.

b) Solution should have privilege level of users like L1, L2 and
L3 to cantrol and to manage deployed SD-WAN devices.

Request the bank to consider the progressive and evolving
authentication mechanisms and also leverage the existing tools, such as
PIM/PAM/LDAP/TACACS/TACACS+ for authentication. And hence exclude
age old RADIUS which i no longer evolving or used in large dynamic
enterprises.

The GeM bid clause is modified as under:
"E. SDWAN Management

1. Appliance Should be able to integrate with central
authentication solutiens such as:

a) Active Directory, TACACS, TACACS +, RADIUS
(Optignal).

b} Solution should have privilege level of users like
L1, [2 and 13 to control and to manage deployed SD-
WAN devices.”

116

Annexure-2

Technical Requirement

A. Mandatory Technical Requirements

The SD-WAN solution should be capable of generating
different reparts based on relevant information covered
under the scope of this Gem bid

Bank to elaborate on the use case for the reports.

Bank may require the reports as per the requirement
of Bank Regulators, Intemal & Extemal auditing
authorites and day-to-day operational & anatysis
purposes efc.

17

Annexure-2

Technical Requirement

A. Mandatory Technical Requirements

The SD-WAN solution should have ability to freely ¢changes
form, fields, workflows, escalations, authorization structures
and reports according to Bank requirements without
affecting the future tool updates and integration with 3rd
party solutions.

Bank to elaborate on the use case for the reports.

Bank may require the reports as per the requirement
of Bank Regulators, Internal & External auditing
authorites and day-to-day operational & analysis
purposes etc. ’

A. Mandatory Technical Requirements

Annexure-2 Network reports are better vi_ewed as CS-V for the amot..lnt fmd type of Bidder to comply with GeM bid terms and
18 All Reports must be exportable in C5V format and POF data presented.. Bank to consider expomt]g of remfts in cither CSV or conditions.
Technical Requirement format, PDF since CSY files can also be exported in pdf offline.
A. Mandatory Technical Requirements
SD-WAN technology works on pre-allocated memory for better seamless
119 Annexure-2 During the tenure, the proposed hardware should be capable |performance. Typically 8B0% memory s pre-allocated for faster Bidder to comply with GeM bid terms and

Technical Requirement

to handle the load with average 60% resource utilization at
any point of time, Bidder has to upgrade the system with no
cost to bank, if it is utilized above the mentioned Limit ,

convergence, Hence request Bank to reconsider this RFP clause to make
it more neutral,

conditions.,

Annexure-2

B. Desirable Technical Requirements

The SD-WAN shoutd have following Next Generation Firewall:
a) Antivirus/Anti-malware
b) Content Filtering

Standard practice for a Sd- Wan deployment, in a distributed
architecture without a local break out, warrants a high performancon on
network throughput, hence AY , DNS services are not enabled on these

The GeM bid clause 1s modified as under:

"2, The SD-WAN should have following Next
Generation Firewall:

a) Inbuilt IPS {Intrusion Prevention System) for

120 c) DNS Filtering . . Monitoring and Preventing Malicfous activities such
- esa AV/ hi d
Technical Requirement. d} Inbuilt IPS {Intrusion Prevention System) for Manitoring devicesand moreover AV/ DNS have multiple validature peints In a as security threat policy violation etc.
. ) network llke desktop, gatways and also the network , hence request N o
and Preventing Malicious activities such as security threat . b) web/URL filtering capability to allow or deny
bank to do away with the feature. N . .
policy violation etc. access to certain class of web sites according to
e} Web/URL filtering capability to allow or deny access to . predefined policies,”
certain class of web sites according to predefined policies.
Annexurg-2 . 3
. Annexure-2 /Technical Requirements Kmd}y request bank to let us know the marks for each of technical Bidder ta refer Annexure-2.

Technical Requirement

Specifications,
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A. Mandatory Technical Requirements

Retuest bank to consider technical scoring and weightage basis the

The GeM bid clatse is modified as under:
"4. The S5D-WAN devices should have
a) Minimum 4 x 1 GE based ports, which should be

Annexure-2 The SD-WAN devices should have relevance and complexity of the technical feature. Hence request the
122 a) Ainimum 4 x 1 GE based ports, which should be used s {bank to have a 25% weightage of overall technical marks on the serfal | >0 2 Doth WAN and LAN ports, and one in-built
P " N . serial interface supporting 2 Mbps BW or one serial
Technical Requirement both WAN and LAN ports, and one in-built smart serial integrated bax. As its a complex feature , very few vendors have been to glz converter with 2 Mbps BW, E—
N alg p L
interface supporting 2 Mbps BW able to achieve b} Minimum 2 USB Ports or one USE and One Sl
b) Minimum 2 USB Ports to connect Dongle Slot
m 7. Techno Commercial Evaluation The Critera for Technical Evaluation and Commercial Request the bank ta consider a weightage of 85/ 15 for T1/L1 ta ensure |Bidder to comply with GeM bid terms and
Pracess Evaluation will have weightage of 70:30. a technically Superior product £ selected | conditions,
17.2. Penalties/Liquidated damages for not maintaining
uptime:
124 |17, Pemalties & Liquidated d Penality of Rs 2000 is high per day . Request the bank to waive off the |Bidder to comply with GeM bid terms and
- Penalties & Liquida amages For Branches/offices, Bank shall impose the penalty of penality conditions,
Rs.2000 per day In case of resolution are delayed beyond NBD
{Next Business Day).
Request bank to make sure the new contreller / DC, DR set up of the SD
) Wan for 4500 devices works in complimentory / leverage the e:ststmg set The propased SDWAN solution should have distinet
125 |Generic Generic up of Sd-wan deployment at canara and hence meet the generic DC & DRC setup for these locations
specifications of RFP an availability , scalibility and ¢apacity bench mark » '
! 2.Preventive Maintenance :trrespective of SDWAN edge devices being a
. Generi zero touch enabled, as the integrated device has a inbuilt serial Bidder to comply with GeM bid terms and
126 {Generic eneric component, its a best practice to have a site visit to log in with a conditions.
console cable
" i The GeM bid clause is modified as under:
gddn‘imnlal :eﬁts'::dl::er:r::?:: :‘; 9. Delivery, Installation, Configuration and Integration: Across Industries are experiencing delay in semiconductor deliverles due [™9.2. Project Schedule are as follows:
uppYy, insta r hip shortage. 9.2.1, Supply of Hard d Sof items:
127 |maintenance of Software Defined - 9.2.1.5upply of Hardware and Software items: Within 15 to chip shortage 1. Supply of Hardware and Software items:

Wide Area Network (SD-WAN) Solution
in Canara Bank for 5 years

weeks for 15t Phase and 2Znd Phase of branch office locations
from the date of acceptance of Purchase Order

Request bank to amend the delivery timeliness to Twenty (20) weeks,

Within 25 weeks for each phase (l.e., 1st Phase and
2nd Phase) of branch office locations from the date
of acceptance of Purchase Order.
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Additional terms and conditions for
Supgly, Installation, Integration and

Annexure-2
Technical Requirements

This is in reference to the Branch Office SD-WAN Specification
1,Configuration: Zero touch provisioning {ZTP) is not available with the
in-built smart serial Interface i.e,. engineer has to manually configure
this interface, Whereas with an external converter both ZTP and manual
configuration is supported.

2. Troubleshooting: Ne pravision for Digital Loopback with in-built smart
serial interface but with an extemal converter Digital Loopback can be
initiated for troubleshooting the MPLS Connectivity using push button,
3.Hardware Failure: a.In case of in-built smart serfal interface faflure
the complete SD-WAN hardware is to be replaced as the in-built smart

The GeM bid clause fs modified as under:

"4. The SD-WAN devices should have

a} Minimum 4 x 1 GE based ports, which should be
used as both WAN and LAN ports, and one in-built

128 |Maintenance of Software Defined - serial interface is not hot-pluggable, Whereas, in the event of external N
Wide Area Network (SD-WAN) Sclution converter failure it can be replaced without disturbing the SD- ::”?! T::lﬁ::i’:&ogm it‘mx BW ar one serial,
N Lo 912 converter with 2 Mbps BW.
in Canara Bank for 5 years WAN Connectivity on the backup link, -
. b) Minimum 2 USB Ports or one USE and One SIM
b.There may be high chances of product failure in case of any design Slot
issues with the improper integration of in-built serial converter with =
the SD-WANdevice
We request you kindly check the above points and accordingly release
the corrigendum / amendment by modifying the specification from "in-
buflt smart serfal interface™ to "an external converter with one V.35 and
one ethernet interface”,
FatPipe Networks is SDWAN Inventor and has unique features with Make
Mo. of implementations {not necessarlly by the Bidder) of the In India , the <.:urrent experience is Global , therefore request to change
. the clause to include Global organisations -
. Proposed OEM Solutfon (not necessarily the same model) in 3 . - .
Additianal Terms and Conditions . Na. of implementations (not necessarily by the Bidder) of the Proposed | . .
. . Scheduled Commercial Bank/PSU/ Govt. Organization/Gavt. - . ., |Bidder ta refer corrigendum-1 for amended
129 |,Annexure 11, Technical Evatuation . . 3 OEM Solution (not necessarily the same medel) in Scheduled Commercial . .
o, Unit/ BFSI/ Company {Publicly listed) in India for . - Technical Evaluation Criteria.
Experience Criteria Mo 1 , Page 57 . . Bank/PSU/ Govt. Organization/Govt. Unit/ BFSI/ Company (Publicly
Minimum 500 discrete locations in Single Order or multiple
order to build a Single Solutfon, as on GeM bid date. listed) / Global Enterprise far
2 ' : Minimum 500 discrete locations in 5ingle Order ar multiple order to
build a Single Solution, as on GeM bid date.
Maximum no. of locatlans deq?loyed {not necessarily by the Maximum no. of locations deployed (not necessarily by the Bidder) for
. - Bidder) for the SD-WAN Solution of proposed OEM (not . ;
Additional Terms and Conditions . N the SD-WAN Solution of proposed OEM (not necessarily the same model) .
. . necessarily the same maodel) in Scheduled Commercial Bidder to refer carrigendum-1 for amended
130 |,Annexure 11, Technical Evaluation . ; in Scheduled Commercial Bank/P5U/ Govt. Organization/Govt.
3 Bank/P5U/ Govt. Organization/Govt. Unit/BFSi/Company . . . . . Technical Evaluation Criteria,
Experience Criteria No 2 , Page 58 R . Unit/BFS1/ Glabal Enterprise in a single purchase order/single solution in
{Publicly listed) Globally in a single purchase order/single
an arganization, as on bid submission date.
solution in an grganization, as on bid submission date.
Additional Terms an.d Conditi.nns solution should support approval based process for all Request for change - solution should support confirmation of Bidder to comply with GeM bid terms and
131 |,Annexure 2, Technical Requirements , ) -
Page 44 configuration changes. configuration changes before committig the changes conditions.
" All Hardware devices add some latency as they process packets , Zero
132 A:ditinnal Iegne:ha';d T?dmi:ns ks The SD-WAN selution should not add any latency for the Latency is not possible , therefre request to change , The SD-WAN Bidder to comply with GeM bid terms and
,P nne4x1°.|re . nical Requirements , current traffic path selution should not add any latency beyand 20 msec for the current conditions.
age traffic path
Additional Terms and Conditions The SIWAN device should have minimum 6 x 1G RJ43 type,
i i- i This i | i Te jical Requi
133 |, Annexure 2, Technical Requirements , 10 x 10G Optical SFP (Multi-Mode LC Type) ports, which 5 is mentioned in General Technical Requirements so request to Only for DC and DR

Page H

should be used as both WAN and LAN ports. All ports should
be populated with SFP modules.

clarify that is it applicable for all DC and Branch Devices
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Replies to Prebid Querles of GeM bid ref. no. GEM/2022/8/2221702 dated 31/05/2022 for Supply, Installation, Integration and Maintenance of Software Defined - Wide Area Network (SD-WAN) Solution in Canara Bank for 5 years

Additianal Terms and Conditions . : . . . |The SD-WAN salutfon must be deployed in HA Active-Active or Active- . . .
134 |,Annexure 2, Technical Requirements , The SO-WAN solution must be deployed in HA Active-Active in Passive mode fn DC-DR and HA shall ensure no device/link terminated on Bldd?r.m comply with GeM bid terms and
DC-DR. conditions,
Page 42 device fails
133 |Generic Generic Is it in promises hosted congentrator? Bank's premises only.
136 |Generic Generic How many sources are thr on concentrator a) MPLS b) Internet Details will be shared with the selected bidder.
. Remote locations customer i$ going to use Load balancing or aggregation |Bidder to comply with GeM bid terms and
137 |Generlc Generic between mpls and internet condikions.
138 |Generic Generic If load balanc¢ing thn what kind of dynamic routing protocaols? All the industry standard protocols

Date: 27/06/2022
Place: Bangalore
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Deputy General Magager
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